


ACSE Course Syllabus
Learning
Module Learning Units Learning Objectives

Network
Security Intro to Networking

Understand the basics of computer networks and
their components

IP Address, IP Classes Learn about IP addressing schemes and classes

Common Networking Commands Master essential networking commands

Common Ports and Protocols
Identify and understand standard ports and
associated protocols

Subnetting Learn how to perform subnetting

Installing Virtual Machines, Setting
up Kali Linux Set up a virtual lab environment for practice

Linux File System Understand the Linux file system hierarchy

Hands-on: Linux commands in the
terminal Master basic Linux commands

Text Editing Tools, Git Cloning,
Permission and Files

Learn text editing, file permissions, and how to clone
repositories

Penetration Testing Methodology
Understand the phases and methodology of
penetration testing

Nessus, OpenVAS, Researching
Public Exploits

Learn to use vulnerability scanning tools and
research public exploits

OSINT Fundamentals Understand the basics of Open Source Intelligence

Port Scanning, Nmap Learn to use Nmap for port scanning

Enumerating and Exploiting
Common Ports Learn techniques for exploiting common open ports

Kernel, Shell, Payloads
Understand the Linux Kernel, Shell, and how to
create payloads

MSFVenom, File Transfers and
Download

Learn to use MSFVenom for payload generation and
methods for file transfers

Metasploit Framework Master the Metasploit Framework for exploitation

Pivoting, Local Privilege
Escalation

Learn techniques for network pivoting and escalating
privileges locally

Password Attacks, Cracking
Hashes

Understand different types of password attacks and
how to crack hashes

CVSS Calculator, Covering Tracks
Learn to use the CVSS calculator and techniques to
cover tracks

Firewall Evasion Techniques Learn techniques to bypass firewalls



Wireless Network Attacks
Understand vulnerabilities in wireless networks and
how to exploit them

VPN and Tunneling
Learn how VPNs and tunneling can be exploited or
bypassed

Web Security Introduction to Web App Security Understand the basics of web application security

Information Gathering
Learn techniques for gathering information about a
target web application

Scanning & Spidering Web Apps
Learn to use tools for scanning and spidering web
applications

Directory Discovery and Fuzzing Learn techniques for directory discovery and fuzzing

Information Disclosure
Understand how to identify and exploit information
disclosure vulnerabilities

Authentication and Usernames
Learn about authentication mechanisms and how to
exploit weaknesses

Sessions and Bypassing
Authentication

Learn how to hijack sessions and bypass
authentication mechanisms

Command Injection
Understand and exploit command injection
vulnerabilities

File Inclusion & Directory
Traversal

Learn to exploit file inclusion and directory traversal
vulnerabilities

SQL Injection Understand and exploit SQL injection vulnerabilities

XXE and DOM
Learn about XXE and DOM-based vulnerabilities and
how to exploit them

Cross-Site Scripting
Understand and exploit Cross-Site Scripting
vulnerabilities

BeEF Framework
Learn to use the BeEF framework for client-side
attacks

WordPress Attack Demo
Understand common WordPress vulnerabilities and
how to exploit them

Apache Attack Demo
Learn about vulnerabilities in Apache web servers
and how to exploit them

Web Application Firewalls
Understand Web Application Firewalls and how to
bypass them

API Security
Learn about API vulnerabilities and how to secure
them

OAuth and SSO Attacks
Understand OAuth and Single Sign-On
vulnerabilities and how to exploit them

Adversary Adversary Simulation vs Understand the difference between adversary



Simulations Emulation simulation and emulation

Frameworks and Methodologies
Learn about frameworks and methodologies used in
adversary simulations

Unified Kill Chain Attack
Methodology

Understand the Unified Kill Chain and how to use it
in simulations

Phases of Red Team Engagement
Learn about the different phases involved in a red
team engagement

Threat Intelligence
Understand the role of threat intelligence in
adversary simulations

Resource Development
Learn about developing resources for an
engagement

Initial Access
Understand techniques for gaining initial access to a
target system

Execution of attacks Learn various attack execution techniques

Persistence Understand techniques for maintaining access

Domain Privilege Escalation
Learn techniques for escalating privileges within a
domain

Defense Evasion Understand techniques for evading detection

Credential Access Learn methods for obtaining credentials

Discovery Understand techniques for internal reconnaissance

Domain Lateral Movement,
Domain Trust Attacks

Learn techniques for lateral movement and exploiting
domain trusts

Collection Understand methods for collecting data

Exfiltration Learn techniques for data exfiltration

Impact, Engagement Closure
Understand how to assess the impact of an
engagement and how to close it

Building a Discord C2, Using
Covenant

Learn to build and use custom Command and
Control servers

C2 Comparison - C2 Matrix, Using
Caldera C2

Understand different C2 frameworks and their
use-cases

Social Engineering Attacks
Learn about social engineering techniques and how
to simulate them

Endpoint Security Bypass
Understand how to bypass endpoint security
solutions

Purple Teaming
Learn about the collaboration between red and blue
teams for improved security


